
Digital Channels Security User Guide 

This Guide applies to the following digital channels: 
Barclays iPortal, Barclays.Net and BMAP  

You must read this user guide before using Barclays’ digital channels. 
It is a very important document as it sets out security obligations you  
must comply with. If you do not comply with your security 
obligations, you may be liable for unauthorised transactions from  
your account(s).
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Your security and confidentiality is paramount. Barclays’ digital channels use robust technology 
to enable you to conduct banking safely and securely over the internet, so long as you comply 
with your security obligations. 

This user guide sets out: 

1. The software and hardware we currently supply 

2. The various roles within Barclays’ digital channels

3. Security obligations you must comply with

4. Additional security we recommend

5. Contact details

It applies to your use of Barclays’ digital channels, regardless of which member of the 
Barclays Group is providing the service. 

1. The Software and Hardware We Currently Supply
• Smart cards/Smart SIMs. Each smart card/smart SIM contains a secure microchip that

stores information used to identify you 

• Smart card Readers/Barclays Biometric Readers (BBR). The reader attaches to a
computer, enabling it to communicate with the smart card/smart SIM

• Mobile App. The user has the ability to install our Barclays Corporate App onto their
mobile phone which can be used as an alternative authentication method to smart card
Readers/Barclays Biometric Readers

• Security software that includes

 Additions to your internet browser to facilitate secure transactions and 
data communication 

 Driver software for your smart card reader

 A diagnostic tool for troubleshooting and managing the security components

Barclays’ digital channels use Public Key Infrastructure to provide security online. More 
information about the security underpinning Barclays’ digital channels is available on request. 

2. Roles
Your Digital Channels user set up comprises of three roles:  

• Administrators. Administrators appoint Users, assigning their privileges and transaction
limits. They also maintain authorisation requirements

• Security Contacts. A Security Contact receives smart cards/smart SIMs and the device
readers for distribution to Users. It is possible to have more than one Security Contact.
Each User must be assigned a Security Contact

• Users. Users can use services where they have been given these rights by Administrators
You must take great care in choosing people for these roles. You should only appoint 
individuals who are considered trustworthy and will fulfil the security responsibilities that
they are given 

Barclays will not refund any transactions that have been authorised by Users of 
Barclays’ Digital Channels

3. Security Obligations you Must Comply with
The security requirements set out in this section are mandatory. 

Barclays’ digital channels are secure as long as you comply with your security 
obligations. If you fail to comply with your security obligations, barclays may 
not refund unauthorised payments from your account(s) or reverse 
unauthorised transactions

a. You must ensure that your Users and Administrators

 Never grant remote access to their machine to someone claiming to be from
Barclays. Barclays will never ask you to download or use remote access software so
we can take control of your machine. If someone asks you to do this, they are a
fraudster and you should terminate any communication with them immediately

 If you are using the mobile app, do not generate QR codes and give these codes to
someone claiming to be from Barclays. If someone asks you to generate a QR code
and provide it to them, they are a fraudster

 Keep their smart cards/Smart SIMs secure at all times. This means storing the
card/SIM so only the relevant User can access it

 Keep access to the Mobile App secure at all times. This means not sharing mobile
devices or access to the app itself
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 Look carefully at the message displayed on your device reader/mobile app. For 
example, if the device reader/mobile app states "Authorise Payment", this means the
User is being asked to authorise a payment

 Log out of Barclays' Digital Channels when they are not being used, or if the relevant
computer is left unattended

 Use all security software provided by Barclays on computers used to access Barclays'
Digital Channels

 Do not allow anyone to log on to Barclays' Digital Channels on a computer unless you 
can be certain that it only holds software that does not create a security risk

 Only log on to Barclays' digital channels using software and hardware supported by
Barclays (this is detailed in the Barclays' Digital Channel Hardware and Software
Requirements guide)

 Use the latest smart cards/smart card readers and Smart SIMs/biometric readers
provided by Barclays, and stop using any old devices where replacements have
been issued

 Read any secure communications and banner messages displayed within your Digital
Channels carefully, as we will provide you with information on how to stay safe online
from time to time

b. We recommend that the address specified in Barclays iPortal for a User is different from 
the Security Contact's address. Usually, the Card and Device Reader will be posted to the
Security Contact and the PIN needed to unlock the Card will be sent to the User at a
different address. If you wish to have the Device
Reader, Card and PIN sent to the same address, you will need to set this User up as a 
Security Contact. New Security Contacts can be added via a Client Amendment form and
User's addresses can be changed in Barclays iPortal

c. Your computers used to access our Digital Channels must have firewalls and intrusion 
detection facilities in place. These must be set up to ensure all external communications
within your computer environment (including the internet) are limited to those that you 
can control

d. You must apply any security patches and upgrades to computer and mobile operating
systems and software within a reasonable time of those patches/upgrades becoming 
available and in accordance with Barclays support requirements
Any changes or updates to the Barclays support matrix for any of these upgrades will be
made available in Barclays iPortal via the 'Latest News' section or through 
banner messages
Any patches and upgrades must be obtained from the original supplier of the operating
system/software, and not through third parties

e. Your computers used to access our Digital Channels must have up-to-date anti-virus
software from a recognised and reputable provider

f. If you connect to Barclays' digital channels wirelessly, you must ensure the modem has a
minimum encryption standard of WPA2

g. You must notify us immediately if you, your Administrator or User knows or suspects there
has been unauthorised use of a smart card, smart SIM or mobile app or if it has been lost 
or stolen, or a password or procedure is no longer secret or has been misused. Our contact
details are set out at the end of this user guide

h. In addition to the above, please ensure that smart card/PIN Pad users

 Never share their smart card or PIN with another User

 Change the PIN that they receive from Barclays as soon as possible, and keep any PIN
details secret. This includes ensuring that no one can see their PIN when entering it 
into Barclays’ digital channels

i. In addition to the above, please ensure that Barclays Corporate App users:

 Never share their app passcode with another user

 Never leave their app open on an unlocked device, whereby another person could
gain access

 Review and manage their list of registered mobile devices on a regular basis; and 

 Must not use devices that are vulnerable because of non-standard operating system
installations and could present a security risk

Each of these obligations creates an additional layer of security. Failure to 
comply with any of these security obligations increases your risk of incurring 
unauthorised transactions as the following example illustrates

4. Additional Security we Recommend
In addition to the mandatory security requirements in section 3, we also recommend that you 
take additional steps to protect your account(s) 

a. Within Barclays’ digital channels, you have the option of (i) requiring online servicing to be
authorised by more than one User, and (ii) needing any changes to Users or User rights to
be authorised by more than one Administrator. This option is known as Authorisation 
Required or Dual Authorisation. One User/Administrator uploads the payment
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instruction/change, and another User/Administrator approves the payment 
instruction/change. Selecting Authorisation Required significantly reduces the risk of 
fraud, as it makes it more difficult for a rogue Administrator, User or third party who has 
gained access to make fraudulent changes or payments. Indeed, examples 1 and 2 in 
section 3 would not have been possible if Authorisation Required had been chosen. 
However, you are not obliged to select Authorisation Required. You can choose 
Authorisation Not Required or Sole Authorisation, meaning a User can make payments 
by themselves, or an Administrator can make changes to User(s)/User rights  
by themselves 
Please note: BMAP offers dual authorisation only.  

We strongly recommend that you choose the Authorisation Required⁄Dual 
Authorisation option. Ffiou are much less likely to suffer fraud if you do. our

Once again, we would reiterate that Barclays will not refund any payments that have 
been authorised by Users of Barclays’ Digital Channels. Requiring a payment instruction 
to be approved by more than one User mitigates the risk of internal fraud. If you do 
choose Authorisation Required/Dual Authorisation, we recommend that a different 
computer from the one used to upload the payment instruction is used to approve the 
payment instruction. This reduces the risk of fraud against you if the first computer is 
infected with a virus 

b. If you are in any doubt about an email, delete it and do not open attachments or follow
links in the email. Fraudsters send such emails on a mass basis in the hope of infecting a
few machines

c. Be alert for unexpected requests to make payments, especially where these are flagged as
urgent or sent directly to you from senior members of your organisation 

If your Administrators and Users are unclear whether the person who has contacted them is 
genuinely from the bank, they should phone the Helpdesk or their Relationship Team. Do not 
use email to contact Barclays in case your organisation’s email system has been compromised. 
Remember, Barclays takes security very seriously and we will never mind if you terminate a 
phone call to validate it with the bank. Only a fraudster will get impatient or try to convince you 
to stay on the phone 

d. If you are using a shared computer (e.g., through hot desking), your Administrators and
Users should clear the local browser cache/temporary internet files after each use of
Barclays' digital channels

e. If an Administrator or User notices anything unusual whilst using Barclays' digital channels
(such as unexpected or unusual messages, or blank screens during a payment), the

computer should be disconnected from the internet and you should notify us immediately. 
Our contact details are set out at the end of this user guide 

f. We recommend that you make the removal of Administrators/Users/Security Contacts a
formal part of your organisation's leaver process to ensure that any rights/privileges are
revoked and smart cards collected

g. Reinforce the security information we have provided you with strong internal controls
within your organisation 

5. Staying Alert for Common Scams
Fraudsters are constantly looking for ways to trick Users into making payments to them. To 
stay safe, we strongly advise you warn your Users about the following scams: 

• Impersonation fraud. A fraudster pretends to be calling from the bank, and asks the
customer to download software which enables them (i.e. the fraudster pretending to be
calling from the bank) to take remote control of their machine and/or asks the customer
to enter their pin, or authenticate using their device reader/mobile app. The customer 
inadvertently authorises fraudulent payments. The fraudster empties out the customer’s 
bank account

• CEO fraud. Fraudsters will contact a customer’s online banking users, pretending to be a
senior executive in the customer’s organisation and telling the online banking users to
make an urgent payment. The fraudsters may be able to spoof the executive’s email 
account, and may even know when that executive is on holiday, sending the request at
that time (to make an email request for payment appear to be genuine)

• Invoice fraud. Fraudsters will contact a customer’s finance team, pretending to be one of
the customer’s suppliers, advising that their bank account details have changed and 
asking that the customer send payments to its new account details. However the “new 
account details” belong to the fraudster. Fraudsters will go to great lengths to make these
requests appear to be genuine, such as faking the supplier’s letterhead paper

• Cheque clearing fraud. A fraudster, pretending to be interested in placing an order for
goods from a customer, will tell the customer it has paid too much for the goods and 
request that the customer send the difference back. The fraudster will have “paid” for the
goods using a cheque that subsequently does not clear, and relies on the customer
sending the “excess” funds back by an electronic payment which clears much quicker. To
make matters worse, the customer may even have released goods on the back of the
fake payment



______________________ 

1. Calls to 0800 numbers are free from UK land lines and personal mobiles, otherwise call charges may apply. Please check with your service provider. To maintain a quality service we may monitor 
or record phone calls. Lines are open Monday to Friday, 8am to 7pm. 

2. International call charges may apply. 
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  Please make sure that your Administrators and Users understand that Barclays 
(like other UK banks) process payments on the basis of account number and 
sort code only, and not the account name. With some payments it is possible to 
check the beneficiary using “Confirmation of Payee”, but banks do not check 
the payee’s account name before crediting a payment. Fraudsters rely on 
customers’ misunderstanding of this when trying to trick customers into 
making payments to them

6. Examples
Example 1 

A fraudster phones Client A and claims to be calling from Barclays. They fabricate a reason why 
they need to take remote control of the User’s machine, and convince the User to download 
software which enables the fraudster to take remote control. 

Having taken remote control of the User’s machine, the fraudster puts up a blank screen so the 
User cannot see what the fraudster is doing. The fraudster asks the User to enter their pin 
number (if using a card reader or the mobile app) or authenticate using their finger (If using a 
Barclays Biometric reader). The device reader states “Authorise Payment reference XXXXXX”. 

The User inadvertently initiates/authorises the payment/s. The fraudster empties out Client A’s 
bank account. 

Lessons: 

Barclays will never ask a client to download remote access software so it can take control of 
the User’s machine.  

If the device reader or mobile app states “Authorise Payment”, this means that you are 
authorising a payment. 

If Dual Authorisation had been selected (see section 4), this fraud would have been less likely, 
as the fraudster would need to have duped two Users. 

Example 2 

A User receives an email which appears to be from the CEO of her business, asking her to make 
an urgent payment that is critical for the business. This payment was not expected, and it 
would be unusual for the CEO to contact the User directly. Nevertheless, the User makes the 

payment. Subsequently, it transpired that fraudsters had taken control of the company’s email 
account, and spoofed an email from the CEO. In other words, it was not a genuine request. 

Lessons: 

Be alert for unexpected requests to make payments, especially where these are flagged as 
urgent. Where in doubt, try and validate these with the requestor or someone else within your 
organisation who may know if it is a genuine request. 

Again, if Dual Authorisation had been selected (see section 4), this fraud would have been less 
likely, as there may have been an additional sense check on the validity of the request. 

7. Contact Details
The information contained within this document applies to Barclays’ digital channels.  

Please contact your Client Services team if you have any questions about your obligations 
under this security guide, via the details available at: 
https://www.barclayscorporate.com/digitalchannels/contact 

General information about our digital channels can be found at: 
https://www.barclayscorporate.com/digitalchannels/help-centre  

You can get this in Braille, large print or audio by calling 
0800 027 1316, Option 11 (via Text Relay or Next 
Generation Text Relay if appropriate).  

For more information please visit barclayscorporate.com/
alternativeformats. Clients outside of the UK please 
contact your local Barclays representative or call +44 207 
757 7323, Option 12.  

This document is used by Barclays Bank PLC, Barclays Bank UK PLC, Barclaycard 
International Payments Limited, trading as Barclaycard, and Barclays Bank Ireland PLC. 
Details of your service provider are set out in your customer agreement. December 2022 




